
Social Engineering 



Social Networks – a place to discover old and new friends 



Social Networks 



Email is still alive and well 



Social Engineering Toolkit 



Strategy 
 

Recover username and password 
 
Use your account to spread to your friends 

Phishing Attacks on Social Networks 



http://youtu.be/K8lWLwuiDwk   

Phishing Attacks for Sensitive Websites 



•  Dear user: 
Your facebook account has been locked out due 

to inactivity. To re-activate your account 
please click below and enter your account 
information. 

 
 http://
activate.facebook.uareowned.net/
88adbao798283o8298398?login.asp  

 
 

Email and Micro blog Phishing 



•  Twitter Phishing scam: 
 

Email and Micro blog Phishing 



Reading a URL 

h"p://en.wikipedia.org/wiki/File:DNS-­‐names-­‐ru.svg	
  



http://www.cnn.com/tiger-woods/story.html 
http://www.buy.com.money.ru 
 

Reading a URL 

Which	
  so>ware	
  program	
  would	
  you	
  like	
  to	
  download?	
  
	
  

1.	
  >p://>p.microso>.com/so>ware/patches/fixit.exe	
  
	
  
2.	
  h"p://www.micoso>.com/so>ware/patches/fixit.exe	
  

Source:	
  h"p://navigators.com/url.html	
  



Example: Checkout these links 
 

 URL hiding techniques 
  
 Encoding 

 
 HTML obfuscation 

 
 Frames  

 
What happens when these links appear  
to come from your friend? 
 

Misleading Links 



URL shortening and obfuscation  
are a problem 
 

URL examination services 
www.longurl.org  

 
Browsers maintain a “bad websites list” 

Hard to keep it updated 

Url Shortening 



Site Inspection 



Stay Safe Online ! 
 
When in doubt, don’t click it ! 
 
This message is brought to you 
by NUCIA 


